SECURITY - INFORMATION ASSURANCE (IA) PROGRAM

Mission

The Office of the Assistant Secretary of the Army (Manpower and Reserve Affairs) [OASA(M&RA)] maintains the IA program for the Army Civilian Personnel Regionalization (CPR) program and Army implementation of Defense Civilian Personnel System (DCPDS). This IA program assures that security requirements, for design, implementation, operation, and maintenance of CPR and DCPDS within Army, are identified and supported.  It functions in concert with the Department of Defense (DOD) IA program for DCPDS and other IA programs within Army and DOD.  It assures secure operation of the Army CPR information technology (IT) infrastructure, and DCPDS and other CPR functions supported by the infrastructure; including secure operation of interfaces with communications networks at the installation, Army, and DOD level.

Scope

The CPR IA program assures effective functioning, Army-wide, of the processes providing security for information supporting personnel management and administration of Army civilian employees.  This includes information security for operations at the regional Civilian Personnel Operations Centers (CPOCs) and installation Civilian Personnel Advisory Centers (CPACs), as well as secure operation of CPR products at the Army manager, administrative officer, and employee level.   It includes operations inside and outside the continental United States.  It integrates aspects from the various security disciplines.  Guidance to support the IA program is coordinated and distributed through the Civilian Personnel Operations Center Agency (CPOCMA) and Major Army Commands (MACOMs).

Objective

Assure that DCPDS and the CPR IT infrastructure are designed, implemented, maintained, and operated in a manner that provides availability, confidentiality, integrity, and non-repudiation of information supporting personnel management and administration of Army civilian employees.

Governing Regulation

The IA Program for the DCPDS and Army CPR is primarily governed by the Department of Defense (DOD) Instruction (DODI) 5200.40, DOD Information Technology Certification and Accreditation Process (DITSCAP), 30 December 1997, and the Army Regulation AR 380-19, Information Systems Security, 27 February 1998.  Other regulations and references also apply.

Roles and Responsibilities

Security roles and responsibilities for the Army CPR and DCPDS are identified in documentation, available to For Official Use Only approved requesters.  This documentation has been provided to the Information System Security Officers (ISSOs) that support the CPOCs and CPACs, and can also be requested from the contact for the IA program.

Key Areas of Focus

Security Certification and Accreditation.  

The DOD and Army level Designated Accrediting Authority (DAA) respectively provide and maintain a type (or generic) security accreditation for DCPDS and the CPR IT infrastructure (to include Army deviations from the DOD accredited DCPDS architecture).  The type accreditations support local Army installation level accreditation of DCPDS and CPR.  Army provides input to, and assures compliance with, the DOD accreditation of DCPDS. 

Positive Control for Army Computer Emergency Response Team (ACERT) Guidance.

The ACERT disseminates threat-response and other guidance to support maintenance of a secure Army-wide architecture.  The Chief Information Officer (CIO) of the Army mandates implementation and compliance reporting of ACERT guidance.  The IA program for CPR uses a process of positive control to assure and report compliance.

Army Command and Control (C2) Protect Program

The Army C2 Protect Program identifies a suite of security tools for the Army architecture.  The IA program monitors the Army C2 Protect Program and assures integration of the C2 Protect tools as applicable in the Army CPR and DCPDS architecture.

Security, System, and Network Administrator Training and Licensing.

The CIO of the Army has mandated IA training and licensing of all IA personnel and system, database, and network administrators.  The IA program for Army CPR assures and tracks compliance with this mandate.

User Security Training and Awareness

The IA program for Army CPR assures that initial, as-needed, and annual security training for users, mandated by Army regulation, is supported and accomplished.

Risk Management

Army regulation requires establishing and maintaining a risk management program to govern design, implementation, maintenance, and operation of each Army system.  Key features of the risk management program for Army CPR and DCPDS include initial and follow-on risk and vulnerability assessments, security testing and evaluation, security certification and accreditation, ongoing operational monitoring and incident response, periodic risk review, periodic security policy compliance review, reaccreditation, and etc.

Security Engineering

Army regulation and sound development practice requires that security be designed into Army systems.  The IA program for Army CPR and DCPDS requires completion of risk and vulnerability assessment at the start of the life cycle for new capabilities.   Army CPR and DCPDS security requirements, identified by risk assessments, are allocated to documented configuration items, and subject of the Security Test and Evaluation (ST&E).

Documentation

A generic list of documentation required to support security includes:

System Security Authorization Agreement (SSAA)

Security Plan

Certification Plan

Security Policy

Systems Security Requirements Specification (SSRS)

Security Features User's Guide (SFUG)

Trusted Facility Manual (TFM)

Configuration Management Plan (CMP)

Continuity of Operations Plan (COOP)

ST&E Plan

ST&E Procedures and Results

Certification Evaluation Report (CER) 

Security Risk Management Review (SRMR)

The modern DCPDS accreditation includes other documents such as a Communication Support Plan and Training Support Plan.  The Army IA program has developed a full set of security documentation that supports accreditation of the Army CPR Interim System (to include interim DCPDS).   Army is supplementing the modern DCPDS security documentation with annexes, derived in large measure from material contained in the Army CPR Interim System documentation.  Development and maintenance of the COOP is both a technical program manager and a local regional (e.g. CPOC) responsibility.  Development of the CMP is the responsibility of the technical program manager.

The SSAA is a format prescribed by the DITSCAP, and supercedes the Security Plan as a documentation format.  The SSAA documents an agreement between the DAA, the Certification Authority (CA), user representative, and (technical) program manager, which governs security throughout the life cycle of the system.  It provides a framework into which other documentation fits.

Certification

Regulation requires certification of Army automated information systems.  Certification is a technical evaluation of the effectiveness of the system security features and supports the accreditation decision with the CER and SRMR.   An ST&E is conducted to support certification.   The DOD performs certification of modern DCPDS.   The Information System Engineering Command, Technical Integration Center is the CA for the Army CPR IT infrastructure.

Status of Actions

The DAA for Army Civilian Personnel Systems has issued an Interim Approval to Operate (IATO) for the Army CPR Interim System.  This accepts the risk for Army to operate the interim DCPDS system and to operate the Army CPR IT infrastructure.

The DAA for DCPDS has issued an IATO for modern DCPDS.  This accepts the risk of operating DCPDS on the accredited component infrastructure, to include the Army CPR infrastructure.

Other Certification and Accreditation actions are ongoing, and due to complete in concert with DCPDS implementation milestones.

